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1. BBenenne

«CriermanpHoe TporpaMmMHoe obecriedenne B3aumojericTeust ¢ Kaspersky Anti Targeted
Attack Platform» (mamee o texcry — «CIIO KATA») obecrieunBaeT moTpeOHOCTH 3aKa34MKOB
UHPOPMAIIMOHHBIX CHCTEM, HE HMEIOIIMX IMOJAKIIOYCHUI K CEeTsAM CBS3M OOIIEro J0CTyma, B
obecrieueHMM KOHTPOJUpPYeMOW oOTHpaBku Ha mpoBepky B Kaspersky Anti Targeted Attack
Platform ¢aiinos u3 BIACIIEHHOM TAIIKH.

Hacrosiiiiee pykoBOJACTBO aJIMHHHCTPATOPA COJIEPXKHUT OIMCAHWE JCHCTBHHA IO MPUEMKE

noctasyieHHOT0 10 u nelicTBuii 1o ero 0€30MacHON YCTaHOBKE U HACTPOMKE.
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CocraB komnoHeHTOB 11O U ero cpeabl QyHKIIMOHUPOBAHUSA

B cocras I10 BxomsT clieyroniie KOMIIOHEHTHI:

Ci1y»0a MOHUTOpPHUHTA (PaiIOB U B3aUMOJICUCTBUS CO CPEJACTBOM 3aLIUTHI OT LIEIEBBIX
arak Kaspersky Anti Targeted Attack Platform (C3LIA KATA);

BcTpanBaemas CYBJ] SQLite anst cOopa u XpaHEHUsI CTATUCTHKH.

Cpena ¢dynkuronupoBanus 110 Bxitoyaer:

orepannoruyto cucremy Microsoft Windows 10 u Beiiire;

nporpammuoe obecrnieuenrue ASP.NET Core 3.1 Runtime - Windows Hosting Bundle u
BhilIe (cpeaa BoinonHeHus sapa ASP.NET, nmo3Bossionias 3anmyckaTh CyleCTBYIOIINE
BEO-TIPUIIOKEHUS ¥ CEPBEPHBIC MTPHIIOKEHUS);

DB Browser for SQLite (knmuent CYBJI, obecnieunBaronuii paboTy cO BCTPOCHHOMN
CYB/ SQLite).
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3. IHopsinok neiicrBuii mo mpuemke IO
[Tpu nmpuemxke 110 agMuHUCTpaTOPy HEOOXOIUMO MPOBEPUTH 1IETTOCTHOCTH YIAKOBKU U
IUIOMO, KOMIIJIEKTHOCTE ITOCTABKH B COOTBETCTBHU C TaOHIeH 1.

Taomuna 1 — KommiektHocTh roctaBgu [10

HanmenoBanune Koi- [Ipumeuanne
Obo3HaueHne (o0o3HaUEHUE) BO
RU.IIBMK.00124-01 KOMIUTEKT yCTaHOBKH B 1 ITocTaBnsiercs Ha
COCTABC: KOMITAKT-TUCKE
Huctpudytus I10;

RU.IIBMK.00124-01 92 01 | PykoBOACTBO IOJIB30BATEIIS;
RU.IIBMK.00124-01 93 01 | PykoBOACTBO aMUHUCTPATOPA.

Kommnekr ycranoBku [10 nmocTtaBiisieTcss Ha KOMIAKT-IUCKE, COJECPKAILEM:

— manky ¢ auctpudyrusom I10;

— PykxoBoACTBO moJib30BaTENS;

— PykoBoAcCTBO amMuHUCTpaTOpA.

[Manka Distr conmepxur ¢aiier nuctpudyruBa [10 u manky Config, comepxariyro
KOH(UTYpaIMOHHBIN (aii ¢ HacCTpOMKaMHU MPUJIOKEHHS, TAKUMH Kak 1ocTyn K b1, HacTpoiika
TUPEKTOPU 17151 cepTU(UKATOB U MPOBEpsAEeMbIX (PailyioB, HACTPOIKK MOyl B3AUMOACHCTBUS

¢ C3A KATA u aBTOpU30BaHHBIX CUCTEM, BPEMEHHBIX UHTEPBAJIOB U T..
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4, Iopsinok neicTBUIA 10 0€30MACHON YCTAHOBKE M HACTPOIiKe
CIIO KATA 10mKHO ycTaHABIMBAThCS B oneparronHoi cucteme Microsoft Windows.
VYupasaeuue bJ] CITO KATA nosmxho BeimonasaTeest B CYBJ] SQLite.

4.1. 'YcTaHOBKA CJIY:KeOHBIX KOMIIOHEHTOB W CpPeIbl BHINOJTHEHUS

4.1.1. YcraHoBKa KoMnoHeHTa st padotsl ¢ CYB/]

[TopsimoK yCTaHOBKH:

1. CkauaiiTe akTyanbHbII AUCTPUOYTHB ¢ opunmanpHoro caiita DB Browser for SQLite.
2. 3amycTHTe MakeT YCTAHOBIIMKA W IOCIEOBATEIBHO BBIMOJIHUTE MPEIIOKCHHBIC

MacTEepOM IO YCTaHOBKE IIard (pUCyHOK 1-5).

15 DB Browser for SQLite Setup - X

Welcome to the DB Browser for SQLite
Setup Wizard

-

This Setup Wizard will install DB Browser for SQLite on your
computer.

If you have a previous version already installed, this
installation process will update it.

Back Cancel

Pucynok 1
jﬁl DB Browser for 5QLite Setup = X
End-User License Agreement f
Please read the following license agreement carefully r
DB Browser for SQLite is bi-licensed under the Mozilla Public License "

Version 2, as well as the GNU General Public License Version 3 or later.

'You can modify or redistribute it under the conditions of these licenses.

GNU GENERAL PUBLIC LICENSE

Wersion 3, 29 lune 2007

I accept the terms in the License Agreement

Print Back Cancel

PucyHnok 2
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& DB Browser for SOLite Setup — >

Shortcuts
Select the shortcuts for the application.

DB Browser for SQLite uses the latest version of SQLite, so you can enjoy all of its new
features and bug fixes, but it does not have encryption support.

It is also built with SQLCipher as a separate application. SQLCipher is an open source
extension to SQLite providing transparent 258-bit AES encryption of database files, but
uses a slightly older version of SQLite.

Both applications (with and without SQLCipher) are installed and can run concurrently.

This page allows you to choose the shortcuts for each application and where to place

them.

DB Browser (SQLite) DB Browser {SQLCipher)

Desktop [ besktop

[IProgram Menu [IProgram Menu

= coce
Pucynok 3
ﬁ DB Browser for SOLite Setup — 4
Custom Setup
Select the way you want features to be installed. [

Click the icons in the tree below to change the way features will be installed.

=] DB Browser for SQLite The complete package
=] 'I SQLite Extensions
e (=0 = | Math
= = | Formats
-~ =3~ | Fileio This feature requires 36ME on your

hard drive. It has 1of 1
subfeatures selected, The
subfeatures require 76KB on your
hard drive.

Location: C:\Program Files (x86)\DB Browser for SQLite), T

Disk Usage Back Mext Cancel

Pucynoxk 4

15 DB Browser for SOLite Setup - X

Ready to install DB Browser for SQLite I

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back 8 Install Cancel

Pucynox 5
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3. YcraHOBKa 3aBepIIeHa.

4.1.2. Tlopsaok co3nanus 6a3sl 1anHbix CIIO KATA

[IpoBepka wnammumst bBJI StatisticOperationFile.db u ee co3ganue BBITIONHSIETCS
aBTOMATHYECKH MPU MHUIHAIN3AIMH TPOTPAMMBI.

BaxHo: B ciiyduae BO3HHMKHOBEHHMH OIIMOOK BO BpeMs pabotel ¢ bJl HeoOxommmo
octaHoBUTh padoTy [10 Haxkatuem komOunHaruu kiaBui Ctrl+C u 3aTeM BBITIOJHUTH YJaJIeHUE
daiina bJ] StatisticOperationFile.db u moBTopHo 3amyctuts I10.

4.1.3. YcranoBka cpeasl BeinosHenuss ASP.NET Core 3.1 Runtime-Windows

Hosting Bundle

[TopsinoK yCTaHOBKH:

1. CkauaiiTe akTyaJbHBINH JUCTPUOYTHB ¢ opuimamsHoro carita Microsoft.

A 3125

Releaze notes  Latest release date May 10, 2022

Build apps - SDK © Run apps - Runtime @
SDK 3.1.419 ASP.NET Core Runtime 3.1.25
os Installers BREarics The ASP.NET Core Runtime enables you to run existing web/server applications. On Windows,
we recommend installing the Hosting Bundle, which includes the .NET Runtime and lIS
Linux Package manager instructions Arm32 | Arm64 | x64 | x84 Alpine support.
0s 64 x64
mac — e 11S runtime support (ASP.NET Core Module v2)
Windows  x64 | x86 Arm32 | x64 | x86 13.1.22110.25
All dotnet-install scripts os Installers Binaries
Visual Studio support Linux Package manager instructions = Arm32 | Armb64 | Arm64 Alpine | x64 | x64 Alpine
Visual Studio 2019 for M 8.10,
isual Studio 'or Mac (vi ) macOS 64
Included runtimes —_— Hosting Bundle | x64 | x36 Arma? | x6d | 536
NET Runtime 3.1.25 indows Hosting Bundle | x64 | x86 rm32 | x64 | x86
ASP.NET Core Runtime 3.1.25
NET Desktop Runtime 3.1.25 .NET Desktop Runtime 3.1.25
Language support The .NET Desktop Runtime enables you to run existing Windows desktop applications. This
C#8.0 release includes the .NET Runtime; you don't need to install it separately.
F#47
Visual Basic 15.9 0s Installers Binaries

Localized IntelliSense Windows x64 | x86

.NET Runtime 3.1.25

The .NET Runtime contains just the components needed to run a console app. Typically, you'd
also install either the ASP.NET Core Runtime or .NET Desktop Runtime.

0os Installers Binaries
Linux Package manager instructions | Arm32 | Arm64 | Arm64 Alpine | x64 | x64 Alpine
macOS  x64 x64
Windows  x64 | x86 Arm32 | x64 | x86
All dotnet-install scripts
Pucynok 6

2. 3aHYCTI/ITe MaKeT YCTAHOBHIMKA W TOCJIICAOBATCIBHO BBIIMOJIHUTC IMPCAJIOKCHHBIC

MacTepoOM IO YCTaHOBKE M1aru (pucyHok 7-9).


https://dotnet.microsoft.com/en-us/download/dotnet/3.1
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ﬁ Ycranoeka Microsoft MET Core 3,1.25 - Windows Serve,.. — >

NET Microsoft .NET Core 3.1.25
' Windows Server Hosting

Bac npueetcTeyet mactep ycranoekw Microsoft MET Core 3.1.25 - Windows Server

CryBel |15 He BAMZYEHEI HE 3TOM KoMMBITERE, ECAN BRI NNaHWpyETE 3anycKkaTe
npunoacedna ASP.MET Core ¢ 15, nepes sanyckom 3Toro yoTaHoBLLMES HeoBxogumo
YETaHoBNTE cnysBel |15, JononHuTensHele CEE4EHNA CM, Z0ECE,

Microsoft MET Core 3.1.25 - Windows Server Hosting vonocens AuueHzmm u
33AENEHNE © KOHPWAEHUNANEHOCTH,

[~ A npuHUMarD yCNOBUA NULEHIMM
GYUEHGBHTI: JaKpeiTe

Pucynox 7

NET Microsoft .NET Core 3.1.25
' Windows Server Hosting

Xoa ycTaHOBKM

OBpatoTka: Microsoft .MET Core Runtime - 3.1.25 (x64)
I

OTmeHa

Pucynok 8
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j{{'}' Ycranoeka Microsoft MET Core 3.1.25 - Windows Serve.. — x

NET Microsoft .NET Core 3.1.25
' Windows Server Hosting

YcTaHoBKa YyCNewHo 2aBepLUEHa

JakpeiTe

Pucynoxk 9

YcranoBka cpens BeimostHeHust ASP.NET Core 3.1 Runtime - Windows Hosting Bundle

3aBepIIcHa.

4.1.4. Hacrpoiika napamerpos CI1O KATA

B xondurypammonnom daiie \Distr\Config\ServerConfig.json Heo0X01uM0 yCTaHOBUTD

SHAYCHUA OJIA MapaMETPOB IMPUITOKCHUA.

1. Hacrpoiika paznena CommonAppProperties ¢ o0mmmu nmapameTpamu MPUIOKEHUS:

ITapamerp

Onucanue IIpumep

UrlCentralNodeKatap

Ip anpec C3LIA KATA "UrlCentralNodeKatap":
"https://192.168.52.100:443"

WorkPath

PaGounii katanor asst padotsl ¢ paitnamu | "WorkPath™: "Files\\"

PathComplete

Karanor s 06paboTaHHBIX (aidiioB "PathComplete™:
"Operating\\Complete\\"

PathError

Kartamor mnst  ¢aitnos, Bbe3siBaromux | “"PathError':

OLIMOKY MPH MPOBEPKE "Operating\\Error\\"

TimeoutConnection

Nurepsan oxuganus oreeta ot C3LA B | "TimeoutConnection™: 3

MHUHYTax

CountTryGetFile

Komnmnuectso MOTBITOK oxunanus | "CountTryGetFile": 20

JTOCTYITHOCTH (paiina
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2. Hactpoiika pa3aena MonitoringProperties ¢ mapamerpaMu MOHHUTOPHHTA:

IMapamerp Onucanue IIpumep

TimeoutSendFileForChe | Ilepuon  ornpaBku  ¢aiiioB  Ha | "TimeoutSendFileForCheck™:

ck npoBepky B C3LA B mmumicekyngax | 1800000
CountFilesInQueueToSe | KomuuectBo ¢aiioB B ouepenu Ha | "CountFilesinQueueToSendFo
ndForCheck otmpasky B C3LA rCheck™: 20

TimeoutClearinfo Ilepuon ounctku uHbpopmanuu o | "TimeoutClearIinfo": 180000

IIPOBEPKE B MUJUITMCEKYHAAX

CoutCycleForClearDB KomnuectBo 1mukioB mposepku mepen | "CoutCycleForClearDB™: 3

OUYHCTKOI 0a3bl

3. Hacrpoiika pazgena  MonitoringProperties:ConfigFtpList ¢ mapamerpamu

MoHuTOpuHra (ainos FTP ucrounuka:

IMapamerp Onucanue Mpumep
Systemld Wnentudukatop BHelHEH cuctembl s | "Systemld™:
C3LA KATA "sensorFTP_CBI1"
NameFtpServer HaumenoBanue BHemHe#d cuctemsl mis | 'NameFtpServer: "CBI"
C3LA KATA
Url [TyTs x nenesoii nanke FTP "Url™:
"ftp://192.168.3.2/Storage/ TES
™
Login Jlorun ans aBTopusanuu Ha pecypce FTP | "Login™: "userLogin"
Password [Mapons mns aBropm3ammu Ha pecypee | "Password™: "userPassword"
FTP
Timeout [Mepuoxa moBropHOTo obpamenus k FTP B | "Timeout": 60000
MUJITICEKYH/IaX
Pattern PerynspHoe BwlpaxkeHue myis BbiOopku | “Pattern':
uHopmanuu o ¢aittax va FTP "(\W\d+)\s+(\w+\s+\d{1,2})\\s
+(\d{2}:\\d{2})\\s+(.*\\..+)"
DateFormat ®opwmar aatel Ha FTP "DateFormat™: "MMMd"
TimeFormat ®opwmar Bpemenu Ha FTP "TimeFormat": "HH:mm"
UsePassive Hcnons3oBanue MACCUBHOTO wm | "UsePassive": true
aKTHUBHOTO pexuma Ha FTP
FilterFile [Tapamerp B koH¢urypanuonHoMm ¢aitne FTP ¢unsrpyer ¢aitnbr mo
HAJIMYUIO B HANMEHOBAaHHUHU KITFOYEBBIX CIIOB
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ITapamerp Onucanue IIpumep
"FilterFile™: {
"ExceptFileName™: [
"update”,
"upd”
1
"IncludeFileName": [
"file"
]
}

nn

Hamnpumep, urnopupyer daiiinsl cogepxkamue "update”,"upd", 3a0upaeT TobpKOo (haisibl BKITFOYAIOITHE
"file":
"FilterFile": {
"ExceptFileName™: ["update”,"upd"],
"IncludeFileName": ["file"]
}
Hanpumep, urnopupyet daiinsl coaepxamue "update”,"upd", 3abupaet Bce apyrue (aiinsl Tak Kak
napaMmeTp He 3aJlaH:
"FilterFile": {
"ExceptFileName™: ["upd"],
"IncludeFileName": []

ks

4. Hacrpoiika pazaena MonitoringProperties:ConfigFileWatcher ¢ mapamerpamu nms

JTUPEKTOPUU MOHUTOPUHTA (aIOB C UCIOJIB30BAHUEM OMOIMOTEYHOTO CUCTEMHOTO

MOHUTOPUHTA:
ITapamerp Onucanue IIpumep

Url [TyTh k manke 111 MOHUTOpUHTA Qaiiios | "Url™:
"\W\192.168.3.2\\Storage\\
TESTWATCHER"

Login JloruH 011 aBTOpPHU3AINN "Login": "userLogin"

Password [MTaposb a5 aBTOpU3ALIUN "Password": "userPassword"

IsActive Craryc akTuBanuy pexxuma MmoHutopunra | “ISActive™: false

IMpumeuanue: mapamerp ISActive=true gozkeH ObITh aAKTHBEH TOJBKO Y 0/IHOTO H3 IAPaMeTPOB
ConfigFileWatcher/ConfigMonitoringFolder

5. Hacrpoiika paznena MonitoringProperties:ConfigMonitoringFolder ¢ mapamerpamu
JUIS  TUPEKTOPHH MOHHUTOpPHHTa (aiIoB C HCHOJIB30BAaHHEM CAaMOIMCHOTO

MOHMTOpPHUHTA.
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ITapamerp Onucanue IIpumep

Url [TyTh k manke 1y MoHUTOpHHTA Qaitaos | "Url": "Z:\\"

Login Jlorun g0 aBTOpHU3AIUN "Login": "userLogin"

Password [Taposb ay1s aBTOpU3aLUN "Password": "userPassword"

Timeout [TapameTp BpeMEHHOM 3aI€PKKH B "Timeout™: 15000
MUUTHICEKYH/IaX MEXy [IUKIAMH
3arpoca uH(popMaIiK 0 HOBBIX (haiiax

Owerwrite [TapameTp, yKa3bIBarOIIuit "Owerwrite": true
TIepe3aruCchIBAIOTCS JTU (aiiyIbl B IMaIKe

IsActive CraTyc akTUBaIMK pexxuMa MoHuTopuHra | "ISActive": true

Ipumeuanue: napamerp ISActive=true goJizkeH 6bITh aAKTHBEH TOJbHKO Y OJIHOT0 H3 IAPaMeTPOB

ConfigFileWatcher/ConfigMonitoringFolder

6. Hacrpoiika pasmena MonitoringProperties:Systems ¢ mapameTpamu IS
conoctraBieHusi aBtopuzoBaHHbIX B C3LIA KATA BHemHHX cucreM ¢
cepTuduKaTaMu Ha cepBepe:

IMapamerp Onucanue Ipumep
Systemld Wnentudukarop BHemmHeH cuctembl | "Systemld™: "sensorFTP_CBI1"
SensorlInstanceld | Mnentudukarop sx3emiuisipa cercopa | ""Sensorinstanceld™: "sensorGuid™

st KATA
Sensorld Wnentudukarop cencopa ais C3LIA | "Sensorld™: "Guid"
KATA
SertPath [TyTs K cepTudukary .pem "SertPath":
"D:\\cert\\System\\kata_sys2_cert.
pem"
KeyPath [TyTh K KIHOUY .Key "KeyPath":
"D:\\cert\\System\\kata_sys2_private.key"
PFXPath [TyTs k cepTudukary .pfx "PFXPath":
"D:\\cert\\System\\server.pfx"
Password [Tapouns, 3ananusblii npu reveparuu | "Password™: "sertPassword"™
cepTuduKara
FilterFile Jns onpenenenus otHotnenus daitna | "FilterFile™: ".*sysName. *\\..*"
K CUCTCMC Ha OCHOBC PETYJISAPHOTO
BBIPpAXKCHUS IPUMCHCHHOI'O K
HaMEHOBaHMIO (haiina

Hactpoiika napametpos [10 3aBepiieHa.
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4.2. ¥YcranoBka CIIO KATA
1. Tlepenectu comepkumoe mamnku Distr B menaeByro manky vHa APM.

Ilpumeuanue: ne pexomenoyemcs GblOUPamMb cucmemmuvie OUCKU OJisl pA3ZMeuyeHust

INEMEHMO8 NPOSPAMMbL UTU 8 Kauecmeae padbouux Kamanio2os.
2. 3amycK KOMaHJIHOH CTPOKH C TIOBBIIICHHBIMH ITPaBaMu A IMUHUCTPATOPA.
3. YcraHOBKa CepBHUCA OCYIIECTBISICTCS MTOCPEICTBOM BBITOJTHCHHSI KOMAHIbI:

sc create <HammenoBanue ciry:k06r> binPath=<ITyts k ucronusemomy daiiny .exe
JUCTpUOyTHBA>

PCSYJ'II)TaT YCIICHIHOI'O BBITIOJIHCHUA KOMAHABI IIPCACTABIICH HUKC!

grationKATA.exe

4. CKOppeKTHpOBaTh HaCTPOWKHN B KOH(UTypallnOHHOM ¢aiine
\Config\ServerConfig.json

5. Ilepenectn B 1eneBoe pacmnosiokeHrne Ha APM ceprudukaTbl aBTOPHU30BAHHBIX
BHEIIIHUX CUCTEM.

6. Jlanmee, BHIMONHKMB KOMaHIy services.msc B ocHacTke «CirykObl» omeparroHHON

cucteMbl WiNdows, HalTH CO3aHHYIO CITY)KOY U 3aITyCTUTh €€.

Cnyx6el = a X
®Qaitn  Jenctene Bug Cnpaska
s | E Q= HE [ I
Cnyx6e! (nokans! Cryx6bl (nokansHbl€)
Kata s ’ Onucanne CocrosHue Tun 3anycka !
&4 Agent Activation Runtime_... Runtime fo... Bpyunyro
2%”:'“”?: cnyxGy &k BranchCache 37a cnyx6... Bpyunyro
epesanycTute cnyx6y )

&k CaptureService_44cba Brntouaer ... Bpyunyto
& ConsentUX_44cba Mossonser... Bpyunyro
& CoreMessaging Manages c... Boinonnserca  AsTomatuue...
& CredentialEnrolimentMana... Aucneryvep... Bpyunyto
& DeviceAssociationBroker_44... Enables ap... Bpyunyio
& DevicePicker_44cba 37a noneks... Bpyunyro
&k DevicesFlow_44cba Mozsonser... Bpyunyro
& DHCP-knment Pernctpup... Bbinonuserca  AsTomatiue...
& Diagnostic Execution Service  Executes di... Bpyunyro (ak...
& DialogBlockingService Cnyx6a 6... OrtkntoueHa
£ DNS-knnent Cnyx6aD... Buinonuserca AeTomartuue..
& GraphicsPerfSve Graphics p... Bpyunyro (ax...
o Kata Boinonnaerca  Bpyuwyro
Sk KtmRm ana koopaunartopa ... Koopauna... Bpyunyro (ak...
&k MessagingService_44cba Cnyx6a, o... Bpyunyro (ax...
&k Microsoft App-V Client Manages A... Otkntoyena
& Microsoft Edge Elevation Se... Keeps Micr... Bpyunyro
S Microsoft Update Health Se...  Maintains ... Otknrouera
&) OpenSSH Authentication A... Agentto h... Otknroyena v
< >

< > |\ PacwmpenHbiii _,‘3 CYaNAapmblﬁ/
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VYcranoska [10 3aBepuieHa.



