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Beenenne

Hacrosiiee PYKOBOACTBO ITIOJIB30BAaTCJIIA COACPIKUT OIMNCaHUC 9KCINTyaTallun

nporpaMMHoOro obecnedeHus: «CrenuaabHOE MPOrpaMMHOE OOECHedYeHHE B3aHMMOJEHCTBUS C

Kaspersky Anti Targeted Attack Platformy (mamee — CIIO KATA) u BKiIIO4aer:

IICPpCUCHb CepTI/I(bI/IKaTOB BHCIIHUX CUCTEM,

mopsAAOK PETUCTpAallMUM BHCUHIHMX CHUCTCM B CPCACTBC 3allUTBI OT LCJICBBIX aTaK
Kaspersky Anti Targeted Attack Platform (manee — C3IIA KATA);

OIMCaHue MoJIeHh BCTpOGHHOI71 0asbl JAHHBIX JJII CTaTUCTUKU,

nercTBUi mocie cooeB u omubok skcruryatanuu 110.



4
RU.IIBMK. 00124-01 92 01

1. OobsacTh NPpUMEHeHHsI

CrernpansHoe MmporpaMMHoe obecrieuenne B3ammomeirictus ¢ Kaspersky Anti Targeted
Attack Platform npennasnaueno st obecriedeHns noTpeOHOCTeH 3aKka3dyrKoB HHPOPMAITHOHHBIX
CUCTEM, HE MMEIONIMX MOAKIIOYEHUM K CETAM CBSI3M OOILEro J0CTyla, B OOecledyeHuu
KOHTpoJIpyeMoit otripaBku Ha rpoBepky B C3LIA KATA daiinoB u3 BbIJICICHHON TaIKH.

CITIO KATA ofGecnieunBaeT, MOCPEACTBOM YCTAaHOBIICHUSI BPEMEHHBIX IEPHOJIOB U pa3Mepa
ouepeniel, KOHTPOJIUPYEMYIO OTMPaBKy (ailioB U ympaBiieHHE 3arpy3koil 00pabaTbhIBaeMOro
moayis. Takxe CIIO peanusyeT MOBTOPHYIO OTHPaBKy (aitia B ciiydae NEpernoHEHUs OUepein
WM OIIUOKU CETH, KOHTPOJIb U OYUCTKY CBEJICHUH 110 pe3yibTaTaM yCHEIIHOM MPOBEPKH KypHaIa

C3LA KATA, 4T0 M03BOJISIET COXPAHITH TOIBKO HHPOPMALIUIO O BBISIBICHHBIX YIPO3aXx.
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2. ®opmMupoBaHHe CEPTUPHUKATOB BHEIIHUX CHCTEM

Kaxnas cuctema, OT MMEHH KOTOPOU OTHpaBIisAtoTcs ¢aiibl Ha mpoBepky B C3LIA KATA,
cuntaercs BHemHed cuctemoil mo otHomeHuto Kk C3L[A KATA. Jlns perucrpauuu HOBOK
BHemHel cucteMbl B C3LA KATA neoOxoaumo chopmupoBaTh cepTHHUKAT, KOTOPBIM Oyaer
otnpanisaThes B 3anpoce kK C3L{A KATA Bmecte ¢ npoBepsieMbIM (hailjioM, HIEHTUDULIHUPYS TEM

CaMbIM IIPUHAIJICKHOCTDb 3TOI'O q)al?ma K BHEIIIHEH CHUCTEME.

s koppextHoit padotel CITO Heobxoaumo chopmupoBaTh cepTudukaT B popmare .pem,
3aKpBITHIA KIIIOY B opmare .key 1 KOHBEpTHpOBaTh cepTudHUKAT B dopmaT .pfx mms kaxmon
BHEIIHEH CUCTEMBI, OT MMEHU KOTOpPOW OyAyT OTHPAaBIATbCA Ha NPOBEpPKY Qailnbl. Dailibl
cepTu(UKaTOB MOJKHBI OBITH pa3MelIeHbl Ha cepBepe, Iie MPOU3BOAMIACH YCTAHOBKA U 3aITyCK

CIIO KATA.

Hampumep, nporneaypa reaepaiuu ceprudukaTa MOKeT ObITh CIEAYIOIas:

1. Coznaercst npuBaTHBINA KITIOY:

openssl genrsa -des3 -out <ums kmroga>.key 2048

2. T'enepupyercs 3ampoc Ha cepTHU(UKAT:

openssl req -new -key <ums kmoua>.key -out <mms 3ampoca>.CSr

3. T'enepupyetcs ceptudukar cpokom Ha 3048 nHei:
openssl x509 -req -days 3048 -in<ums 3ampoca>.Csr -Signkey <wums kiroua>.Key -out <umms

ceprudukara>.pem

4. Ceprudukar PEM konseptupyetcs B popmat PFX.
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3. Peructpanusi BHeIIHUX CHCTEM

st nauana padotsl ¢ API C3LHA KATA HeoOxoaumo BBINOIHUTH peructpaunto B C3LA

KATA kaxxo¥i BHEIIHEN CUCTEMBI, OT IMEHH KOTOPOI OyAyT OTIPaBIIATHCS (Pailyibl HA IPOBEPKY.

Takue cUCTEMBbI CUMTAIOTCS BHEMTHUMH cucTeMamu 1o oTHomeHHio k C3L[A KATA. Buenuss

cucTema JojpkHa npoitu aBTopu3auuio Ha cepepe C3LIA KATA. TlogpoOHast JoOKyMeHTalMs

JOCTYITHA Ha odunuansHOM caiite mpousBoauTess C3IIA KATA.

UtoObl BBIMOIHUTH UHTerpamnuio BHemHeW cucrembl ¢ C3LA KATA, neobxoammo

BBIIIOJIHUTD CIICAYIOIIHNC JICHCTBUSL:

1. T'eHepanusi yHUKaJIBHOTO UACHTU(PUKATOPA BHEIIHEN cUCTEMBI i oOpamieHus Kk APIL.

2. T'eneparnus ceptudukara ceppepa BHEUTHEN CHCTEMBI.

3. Co3manme mpOM3BOJIBHOTO 3ampoca oT WMeHHM BHemHed cucteMbl B C3LA KATA,
cojeprkanuii uaeHtudukarop sensorld.

4. TloaTBepauThb 3alpoc Ha aBTOPU3AIMIO OT BHEMIHEW cucTeMmbl B BeO-untepdeiice C3LA
KATA.
Uto06s1 00paboTaTh 3aIIPOC HA MHTETPAIIMIO OT BHEIITHEH CHUCTEMBI, BBHITIOJIHUTE CIIECAYIOIINE

NEUCTBUS:

1. B okne BeO-uHTepdeiica mporpaMMbl BEIOEpUTE pa3ieil BHelIHHE CHCTEMBI.

2. B Tabnuue CnmMcok cepBepoB 0TOOPa3sATCSA YXKE IMOAKIIOYEHHbIE BHEIIHUE CHUCTEMBI, a
Taxoke 3anpockl Ha uaterpanuio ¢ C3LA KATA oT BHEIIHUX CUCTEM.

3. B ctpoke c 3ampocom Ha HHTETPAIMIO BRIMIOIHUTE OAHO U3 CIEAYIOIIUX JICHCTBHIA:

— eClIM BBl XOTHT€ HACTPOUTh WHTErPAIMI0O C BHEIIHEW CHUCTEMOM, HaXMHUTE Ha
KHONIKY IIpUHATS.

— €clli Bbl HE XOTUTE€ HACTpaMBaTh HHTErPAllMI0O C BHEIIHEW CHUCTEMOM, Ha)XXMUTE Ha
KHONIKY OTKJIOHUTb.

4. B okHe MOJTBEpPKIEHUS HAXKMHUTE Ha KHONIKY [la.

3anpoc Ha UHTErPalLlMIO OT BHEIIHEH cucTeMbl OyeT 00paboTaH.


https://support.kaspersky.com/KATA/3.7/ru-RU/175357.htm
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4, Onucanue 0236l JAHHBIX CTATUCTHKH

baza nmannbix StatisticOperationFile.db comepxkut Tabmuiy OperationFiles, B koTopoii

XpaHUTCS CTaTUCTUYECKas MH(OpMaIMs, ONUCAaHUE MOJIeH KOTOPOM IMPEACTABICHO B TaOIuIe

HHUKC:

HauMmeHnoBaHue mapameTpa

Onucanune

Id

Nnentudukarop

(kTr0UeBOE T0JIE)

DateTimeLoadFile

JlaTa u Bpems 3arpy3ku ¢aiina

DateTimeSendForCheckFile

JlaTa u BpeMs OTIIpaBKHU Ha MPOBEPKY (aitna

DateTimeGetResult

Hata u Bpems nonyuyenus orsera oT CI10 KATA KATA

DateTimeDeleteFile

Jata u BpeMs ynaneHust oopadbotanHoro Qaiina

Systemld

Nnentudukarop BHEITHEH CHCTEMBI

FilelnitialPath

JupekTopus ckauuBaeMoro ¢aiina

FileWorkPath

Hupextopus daiina, OTHpaBIsIeMOro Ha IPOBEPKY

FileName HanmenoBanue daitna

Scanld CrenepupoBaHHBIN UACHTHPUKATOP A5 (aiiina, HEOOXOTUMBI
IpH OTIpaBKe (aiiia Ha MPOBEPKY

Status Craryc 006paboTku daiina

Message Nudopmanmss mno craTycaM TMpPOBEPKU U CIIy)KEOHBIM

COOOIIIEHUAM
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5. Hauauo pa6orsl B CIIO KATA
Hauano pa6otsi ¢ CITO ocymiecTBisieTcst 3aIryCKOM COOTBETCTBYIOIIEH CTy»KObl B OCHACTKE

«Cmyx0b1» onepanmonnoii cuctemsl Windows (Pucynoxk 1).

L% Cayx6ei - [m] X
Qaiin  [Jeiicteme Bua Cnpaska

¢ | T EcE HE »enwp

Gt [ Copntu (rocanenme)

~

Kata Wms Onucanue Cocrosnue Tun 3anycka |
& 6y 18k Agent Activation Runtime_... Runtime fo... Bpyunyto
CTAHOBUTL CATYKI &
Tcpesanycri cayxkby 2& BranchCach_e 31a cnyx6... Bpyunyto
&k CaptureService_44cha Brntouaer ... BpyuHyto
Q ConsentUX_44cba Mossonser... BpyuHyto
S CoreMessaging Manages c... Bobinonxserca  AsTomatnue...
o&& CredentialEnrollmentMana... [ucnertyep... Bpyunyto
&) DeviceAssociationBroker_44... Enables ap... Bpyunyto
& DevicePicker_44cba 31a nones... Bpyunyto
16k DevicesFlow_44cba Mossonser... Bpyunyto
\‘.‘J‘ DHCP-kanent Pernctpup... BbinonHserca  AsToMaTtnue..

Q Diagnostic Execution Service Executes di... Bpyunyto (ak...
Q; DialogBlockingService Cnyx6a 6... Otkntouera
5}, DNS-knueHt
\C}; GraphicsPerfSvc Graphics p... BpyuHyto (ak...
*3 Kata

Cnyx6aD... BuinonHserca AsToMartnue..

Beinonnaerca  Bpyuwyio

{‘}, KtmRm ana koopaunartopa ... Koopanhu... Bpyuryto (ak...

é& MessagingService_44cba Cnyx6a, o... BpyuHyto (aK...

\Qz Microsoft App-V Client Manages A... OtknoyeHa

x‘:& Microsoft Edge Elevation Se... Keeps Micr... Bpyuryto

S); Microsoft Update Health Se... Maintains ... OtkntoueHa

(o) % OpenSSH Authentication A... Agentto h... Otknroyena v
S >

< > |\ Pacwmpennbiii { Crangaprsiii /

Pucynoxk 1
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6. eiicTBusi moib30BaTe el B cIyuyae BOSBHUKHOBEHHUS OIIUOOK U c00eB

BAXHO! JIro6sie neiictBusa nonb3oBateneid B CIIO KATA no ycTpaHEeHHIO BO3HHUKIIHMX

OIIMOOK Uan cO0eB JOJDKHBI BBITIOJTHATBHCA 110 YKA3aHHUIO aIMHHUCTPATOPA.

B cinydae BO3HMKHOBEHHsI OIIMOOK WX COOEB IMOJH30BATENIb B KpaTyallliie CPOKU C
WCIIOJIb30BAHUEM DJICKTPOHHOU MOYTHI, Tele(OHA WIIM HETIOCPEICTBEHHO JTOJDKEH OTIOBECTHTH 00
3TOM aJIMUHHUCTpaTopa. B cBoeM coOO0ITeHNH MT0Th30BaTENb JOJDKEH YKa3aTh:

— BpeMs BOSHUKHOBEHUS OIINOKY;

— KpaTKOe OMHCAaHUE OIINOKH;

— npunoxuth ¢aitn ¢ LogServiseKata.txt u3 kopaesoii nanku CI1O KATA,;

— mpunoxuth Qaitnsr FileWatcher.log u MainLogFile.log u3 manku Logs;

— B CiIy4yae MOSBJICHHUS COOOIIeHUsS 00 OmmOKe HeoOXOAMMO yKa3aTh KOJ OIIHOKH,
OTMCaHNe TEKCTa ATOT0 cOO0IeHHs (TTPH OTIIPABKE aIMUHUCTPATOPY COOOIIECHHMSI 10
AJICKTPOHHOW TIOYTE, IO BO3MOXKHOCTH, MPHIIOKHUTHh CKPUHIIIOT 3KpaHa C JaHHBIM
COOOIIIEHHEM);

— onucath BeimoiaHeHHbIe JeicTBus B CIIO, KOTOphIe MOIB30BATENbh BBIMOIHSIT 10
MIOSIBJICHHSI OIIMOKH W KOTOPBIC, TI0 MHEHHIO TIOJh30BATENsI, MPUBEIN WU MOTJIA
MIPUBECTH K TIOSIBJICHUIO TAHHOU OIITHOKH.

[Tocme 3TOTO TMMOJIB30BATENIb JIOJDKEH BBIMOJHHUTH TIOJYYEHHBIC OT aJMHHHCTpPATOpa

PEKOMEH AL U.




